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Security Onion 2016

Arquitectura Monolitica

Sistema Operativo Base Ubuntu 14.04 LTS
Motores de deteccion Bro (ahora Zeek), Snort
Almacenamiento logs ELSA (MySQL + Sphinx)

ELSA (busqueda de logs), interfaces
separadas

Interfaz de usuario

Herramientas de Logs y alertas basicas
analisis

Opciones de despliegue Local, en una sola maquina

Soporte en la nube No
Actualizaciones No

Security Onion 2.4.150 (2025)
Modular y distribuida

Oracle Linux 9
Suricata, Zeek, Strelka
Elastic Stack (Elasticsearch, Logstash, Kibana)

Consola web unificada con multiples vistas (Alerts,
Hunt, Cases, etc.)

Analisis avanzado de trafico, alertas, PCAP, gestion
de casos, playbooks, Elast Agents,...

Local, distribuido, nube (AWS, Azure,...),

Si, con plantillas y documentacion oficial

Automatizadas con soup y control de versiones
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Security Onion 2.4

Security Onion es una plataforma gratuita y de codigo abierto disenada para
defensores de la ciberseguridad.

* Visibilidad de red

v' Deteccion basada en firmas con Suricata.

v' Metadatos de protocolos y extraccion de archivos con Zeek o Suricata.
v Captura completa de paquetes con Stenographer.

v" Analisis de archivos con Strelka.

* Visibilidad de hosts

v" Uso de Elastic Agent para recoleccion de datos y gestion centralizada con Elastic Fleet.
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Security Onion 2.4

« Gestion de registros y casos:

« Todos los registros se integran en Elastic Stack.

* Interfaces propias para alertas, busqueda de amenazas, paneles, gestion de casos y de la
red.

* Honeypots de deteccion de intrusos

« Basados en OpenCanary, para aumentar la visibilidad en entornos empresariales.

* Facilidad de uso

« Permite desplegar una red distribuida de una forma comoda.


https://github.com/thinkst/opencanary
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Nodo Import

v Arquitectura mas simple: nodo Unico vy
autonomo.

v Permite importar
archivos pcap o evtx desde Ia
pagina Grid.

v No admite agentes Elastic ni nodos
adicionales.

v’ Ideal para analisis forense puntual o
entornos de prueba.

Requisitos:

2 CPUs cores 4GB RAM 50GB 1 NIC

vilrer]e Networking
cIsco. Academy

4 N

Import

Q ‘ PCAP analyzed by Suricata and Zeek )

Parzs

Elastic Agent — & EIHEU{:EEEF{:.I‘I
Inde.x

Index ___Prune
Management

Security Onion 2.4 - Import Installation
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Evaluation

v

Arquitectura intermedia con interfaz dedicada a
capturar trafico en vivo (TAP o SPAN).

il ei) e Networking
cIsco. Academy

-

(

T \
| |
Eval
Strelka - Suricata - feek )

l

Parse
Elastic Agent — & Elasticsearch
Index

v’ Genera y recolecta logs en tiempo real
mediante Elastic Agent.

v Los logs se envian directamente
a Elasticsearch para su analisis.

v Disenado para pruebas temporales, no apto
para produccion.

v No permite afnadir agentes Elastic ni nodos
adicionales.

Requisitos:

4 CPUs cores 8GB RAM 200GB

o

¢

Index
Management

Security Onion 2-4 - Evaluation Installation
Created by Security Onion Solutions
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Standalone
v Similar a Evaluation, pero con flujo de logs
mas completo. Standalone
v' Elastic Agent envia logs a Logstash, que los ( Strelka - Suricata - Zeek )
pasa a Redis.
v Otro pipeline de Logstash los extrae de Redis y l
los envia a Elasticsearch. elastic Agent ———{  Logstash
v' ldeal para pruebas, laboratorios o entornos e
de bajo trafico. '

Logstash }G—Full—' Redis
v No escalable como una arquitectura ( | )
distribuida. Parse & Index

v
RequisitOS: ( Elasticsearch )q——Prune——-

4 CPUs cores  24GB RAM 200GB 2 NIC Security Onion 2.4 - Standslone Installation /

Created by Security Onion Solutions
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Distributed

v Arquitectura recomendada para entornos de produccion.
v" Incluye:

= Nodo Manager (gestion central).

= Uno o mas nodos Forward (sensores de red).

= Uno o mas nodos Search (componentes de busqueda con
Elasticsearch).

AN

Mayor escalabilidad y rendimiento.

v' Permite afadir nodos facilmente para manejar mas trafico o
fuentes de logs.

v" Requiere mas recursos, pero ofrece mejor capacidad a largo plazo.

Requisitos:
Forward node 4 Cores 12GB RAM 200GB 2 NIC
Manager 8 Cores 16GB RAM 200GB 1 NIC
Search node 4 Cores 16GB RAM 200GB 1 NIC

Ve

Forward Nodes

~

C

Strelka - Suricata - Zeek ) ( Strelka - Suricata - Zeek

)

o

\ /

Elastic Agent Elastic Agent

] L}
Forward Logs Forward Logs
] n

=

/

% \
E
R

Manager

= 2
@

- - Logstash -

Load Balance
n

L
n Elasticsearch

I

~

]

- )

' & ;
L] L
L)

Logstash Logstash

Cluery
Parse & Index Parse & Index

~

( Elasticsearch )4745( Elasticsearch )
» e

Forers |

o

Prune Prune
Index Index
Management Management

Search Nodes

Security Onion 2 4 - Distributed Deployment
Created by Security Onion Solutions

/
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Instalacion

*Proceso de instalacion:

v" Iniciar desde la ISO en una
maquina compatible,

v" Seqguir los pasos del instalador
grafico.

v’ Establecer nombre de host
correctamente (no se puede
cambiar después).

v Reiniciar y acceder con las
credenciales configuradas.

*Opciones en la nube:

v" Imagenes oficiales disponibles
para AWS, Azure y Google
Cloud.

1|1 Networking
Academy

Security @nion

Security Onion 2.4.150

Install Security Onion
Install Security Onion
Install Security Onion
Install 3Security Onion

1

.150 Desktop

.1560 IDH Node

.150 Pro (Pro license req’'d)

4
4
4
4

Install 3Security Onion £.4.150 Appliance

Advanced Install Options

Test this media & install Security Onion £.4.150

Troubleshoot ing

©



https://securityonionsolutions.com/software
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Caracteristicas Integradas

* Alerts
= Security @nion

v Interfaz de Alertas para ,

M Overview

Count w rule.name event.module .
visualizar eventos generados a . Overview 8
R Alerts A i 3 ET DNS Query to a *.top domain - Likely Hostile suricata
p or S ecurl ty O nion. & Dashboards A i 3 ET INFO Observed ZeroSSL SSL/TLS Certificate suricata X ETINFO Packed
. Jve (z) Hunt A ; 3 ET INFO Packed Executable Download suricata Executable Download
/ P e rm Ite a n a | I S I S d eta | I a d O & Cases ‘ A i 3 ET MALWARE Generic AsyncRAT/zgRAT Style SSL Cert suricata Summary n
CO n u n SO | O C | I C Q. Detections A i 2 ET INFO External IP Address Lookup Domain (ipify .org) in TLS SNI suricata This rule detects the download
2 ET INFO External IP Lookup Domain (ipify .org) in DNS Lookup suricata i o
A i of a packed executable file
‘/ [ ° L = PCAP over HTTP by identifying
P oSl b | | | d a d d e p Ivotar h acla. n A i 2 ET INFO HTTP Request to a *.top domain suricata specific signatures within the
Grid
s A i 2 ET INFO Microsoft Connection Test suricata transferred data. It checks for
‘/ H u nt (b usau ed a 4 Downloads the presence of the "MZ"
q = A i 2 ET INFO Windows Powershell User-Agent Usage suricata header and certain strings that
< . . . .
ava n Za d a) }‘ Administration ‘ A i 2 ET MALWARE SocGholish Domain in DNS Lookup (circle .innovativecsportal .com) suricata el O_f 2Ll
. such as "This program" and
‘/ , Tools ‘ A 1 2 ET MALWARE SocGholish Domain in TLS SNI (circle .innovativecsportal .com) suricata "PE\000\000", while ensuring
PCA P a n a | | S | S d e . : ) ‘ that strings like "data,” "text,"
. A 1 ET DROP Spamhaus DROP Listed Traffic Inbound group 25 suricata ! !
[4 Kibana 1 P growp and "rsrc" are absent within
p a q u ete S) |2|l Elastic Flest ‘ A i 1 ET EXPLOIT_KIT LandUpdate808 Domain in DNS Lookup (sesraw .com) suricata the first 400 bytes.
|'_,/' ‘ A i 1 ET EXPLOIT_KIT LandUpdate808 Domain in TLS SNI (sesraw .com) suricata
Osquery Manager Fy Q
/ A i 1 ET HUNTING Request to .TOP Domain with Minimal Headers suricata
. 1
InfluxDB
G A A Status: Enabled

a ca SOS p a ra S u g esti é n y L i - _ 1 1 ET MALWARE Async RAT CnC Activity (GET) suricata o
. . Version: 2.4.150 Security Onion Solutions, LLC icense:ELv
seguimiento.
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Caracteristicas Integradas

 Dashboards

v Interfaz  con
preconfigurados.

paneles

v Visualizacion  clara vy
rapida de los tipos de
datos estandar.

v' Facilita el monitoreo y
analisis de seguridad en
tiempo real.

= Security @nion

A Overview Bi=l0

event.module, event.dataset

A Alers

L]

Dashboards

Hunt

Cases

Detections

omn o

PCAP

== Grid

& Downloads

3% Administration

zeek.notice
B zeek x509 ltems per page: 10 v 1-90f9

Tool i zeek file

00is suricata Zeekhitp

A zeek software

Kibana
r_l suricata.alert
[/ Elastic Fleet
|2|' Osquery Manager Count eli'l R host.name Count ‘Elﬁ R source.ip Count ‘glﬂ N destination.ip
|—_|,1 InfluxDB No data available 332 10.1.28.147 160 10.1.28.1
v 4 86.107.101.93 13 86.107.101.93

Version: 2.4.150

zeek.conn

zeek.dns

zeek.ssl I 4

@@@@

111 Networking

cI1sco. Academy

count @Bl [ 1w event.dataset Count (Bl [ w observer.name
144 zeek.conn 353 secon24

8 zeek.dns ltems perpage: | 10 =

48 zeek.ssl

31 suricata.alert

13 zeek.notice

12 zeek.x509

1 zeek file

10 zeek http

© 2025 Security Onion Solutions, LLC

zeek.software

1-10f1

License:ELv2




UNIVERSITAS
Miguel Herndndez
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e Hunt -

A Overview

v Consultas
mas especificas

A Aleris

& Dashboards

y I € Hunt

enfocadas.

&= Cases

Q. Detections

Hunt agrega multiples
campos en una sola tabla
(util para

actividad inusual).

= PCAP

&% Grid
d ete Cta r 2k Downloads

3% Administration

Tools

v" Ambos son similares en ©
. . [/ Elastic Fleet
funcionalidad general.

Kibana

[/ Osquery Manager

[/ InfluxDB

Version: 2.4.150

Security @nion

Basic Metrics

Group Metrics

diLAL 2 2 =

ount. @31 %5° [

50
40
30
20
10
0
10PM
Fetch Limit
50 e
ssl.version [« )
TLSv12
TLSv12
TLSv13
TLSv12

© 2025 Security Onion Solutions

vilei] e Networking
CISCO. Academy

TLSv13

v10.events.data.microsoft.com
v20.events.data.microsoft.com
fonts.gstatic.com

api.ipify.org

,LLC
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Caracteristicas Integradas

« Cases

v' Permite escalar registros
desde Alerts, Dashboards y
Hunt.

v' Facilita la gestion
colaborativa de incidentes
mediante asignacion de
analistas, comentarios,
adjuntos y seguimiento de
observables.

= Security @nion

M Overview
P Posible IP Maliciosa
_ erts

@& Dashboards

€ Hunt

@) COMMENTS
= PCAP
h 4
== Grid
Actions Created &
L Downloads
> O 4 May 26, 2025 6:04 PM

x Administration

Tools

Kibana

&

[/ Elastic Fleet

&

Osquery Manager

[4 InfluxDB

Version: 2.4.150

Review escalated event details in the Events tab below. Click here to update this description.

& ATTACHMENTS

viler] e Networking
cI1sco. Academy

Summary

@ OBSERVABLES @ EVENTS “) HISTORY .
Assignee:

admin@casa.local

Status:
new

Updated Type Value

Details

May 27, 2025 7:00 PM ip 147.45.47.98

Severity:
Items per page: = 10 - 1-10f1 medium

Priority:
0

TLP:

© 2025 Security Onion Solutions, LLC
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Caracteristicas Integradas
- Detections

A Overview A
‘/ N I DS S H t . R | Detecting Hash Autokey DarkGate
uricata). ReglasS a aes
., . <] OVERVIEW @ OPERATIONAL NOTES ¢</>DETECTION SOURCE & TUNING (0) D HISTORY Operations
de deteccion de intrusos ¢ euwe
Q Hunt # This is a Sigma rule template, which uses YAML. Replace all template values with your own values.
en red # The id (UUTDv4) is pregenerated and can safely be used. Status: Enabled
° &=  Cases # Click "Convert" to convert the Sigma rule to use Security Onion field mappings within an EQL query .
o #
/ ° Detections # Rule Creation Guide: https://github.com/sigmaHQ/sigma/wiki/Rule-Creation-Guide
D P g gl 8

# Logsources: https://sigmahq.io/docs/basics/log-sources.html

Reglas para eventos =™ ,

‘Detecting Hash Autokey DarkGate

o

Grid id: 268d7e20-8a99-4d9d-9a44-bd3ebeebflde

sospechosos en logs. P

description: Detecta MD5 Hashes Details
. <« . X author: Alberto Aparicio vila
v YARA (Strelka): Reglas s s
e . : pFOdL.JC‘t zvjnek Public Id:
pa 'a ana | ISIS de d I‘Ch IVOS ™= e e 268d7620-8299-4d9d-9a44-
etection
[/ Kibana selection bd3eb06bf1de
y I I Ialwa re. . event.module: 'zeek' Tvpe:
r—" Elastic Fleet event.dataset: ‘zeek.file® )l'P .
- hash.mds: °e93@b@sefe23891d19bc354a42@9be3e’ Sigma
[Z Osquery Manager condition: selection i
level: high Severity:
(2 InfluxDB g High

- CONVERT

Version: 2.4.150 © 2025 Security Onion Solutions,
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- PCAP

v Acceso completo a capturas EeRICA
d e paq uetes A Overview 2
(PCA P) a | macena d as A # 1om M secon24 B 10.3.19.101:53626 & 103124 105 78:80 v

@& Dashboards

por Stenographer o Suricata. o

Y = HEex @ - = s L
-
J f o & Cases GET /test2 HTTP/1.1
DOS ormas de acceso. Q Detections User-Agent: Mozilla/5.@ (Windows NT; Windows NT 10.@; en-US) WindowsPowershell/5.1.22621.2506
Host: badbutperfect.com
4 HTTP/1.1 280 OK
N A traves de aqﬁ Grid Connection: close

Content-Disposition: attachment; filename="test.exe"

A[ertsl DaShboardS O Hunt .‘.I’. Downloads Content-Type: application/octet-stream
Content-Length: 913928

usando |a aCCién PCAP 3% Administration D:::nmefnfg Mar 2024 16:59:49 GMT

: Tools [T ococcosaconoaconoacan (Zbaoooosoocosoccosocoasaconnacsnoanonoacoco0aacs 1..L.!This program canno 't be run in DOS mode.
° t [ 110 VPR O DU ]...65..1...G5...... (VIS R T FY. VO WS G5..]...G5..u... G5..]...G5..]...Rich\........... PE..L...J.udeeeeennnnn.
» Acceso directo a la ©w=
. (4 Elastc Fleet Bt Beeeeeeeieeeeee s OSSOSO UUUOTPUURRRRTRON
interfaz PCAP para _ % ||t e,
[4 Osquery Manager ° | .. .....
V4 o
busquedas manualeS. |‘_,)' InfluxDB b ............... data..ha....
54| oocococcosoos @..@.data........ (b o Moaocanoocacas ((hoodfFBoooaocaososanca Zacaooanooooond @..

Version: 2.4.150 © 2025 Security Onion Solutions, LLC
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 Kibana

viler] e Networking
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@ elastic

v' Kibana actua como interfaz para i

visualizar datos recolectados por
Elastic Agents (Fleet).

Security Onion - Network Data

Security Onion - All Logs rity Onion - Top Network Protocols
Home

v' Acceso mediante las credenciales St
del SOC; gestion de sesiones [EirjemEairrn
unificada. a

v Incluye paneles para Suricata, 2 oem s 6 o < oo
Zeek, Sysmon, y otros logs | — o= o ow

Security Onion - Network - Transport
soc.server 12,843,355 10.10.14.8 482,073 20.199.120.151

| system.syslog 5,096,161 192.168.1.102 3,076
relevantes.

23,501,410 dns

Security Onion - Dataset Security Onion - Source IPs Security Onion - Destination IPs

199.232.210.172

elasticsearch.server 4,028,239 10.10.14.2 576 8.8.8.8

elastic_agent 533,207 192.168.1.101 101 2.20.92.125
\/ Sta C k M a I |a g e e : soc.sensoroni

482,446 fe80::29da:c5e9:aca2:60... 212.229.88.20

elastic_agent filebeat 216,806 127.0.0.1

/ CO nfiguracién de indices y elastic_agent.fleet_serv... 206,811
patrones de busqueda.

v" Ajustes de zona horaria, tamafo
de muestra y formato de datos.

27 23.33.90.71

6 23.33.90.87
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e Elastic Fleet
@ elastic

v' Elastic Fleet se configura EEEES
durante la instalacion de Fleet
Security Onion.

Agents  Agent policies Enrolimenttokens Uninstalltokens Datastreams Settings

v' Visualiza, actualiza o reasigna B —
agentes deSde Ia “ Status @ v ® - Agentpolicy @ ~ Upgrade available
pestana Agents.

@ Healthy @ e Unhealthy @ e Updating [@ e Offline (@ Inactive @ e

Memory @

v Definen qué datos recolecta
cada agente (logs de Suricata,
Zeek, Syslog, etc.).

v' Fleet  detecta  versiones
antiguas y permite
actualizaciones seguras.
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Caracteristicas Integradas

* Cyberchef

v Web

app

operaciones
transformacion
Codificacion/decodificacidon

(Baseb4, XOR, etc.)

para

de

realizar

analisis 'y

de

v Hashes y checksums

v' Analisis de
binarios

v' Extraccidon de archivos desde
PCAP

datos:

hexdumps vy

Download CyberChef &
Operations

headers

Strip HTTP headers

ELF Info

Gunzip

Gzip

HTTP request

Raw Deflate

Raw Inflate

Zlib Deflate

Zlib Inflate

Favourites

Data format
Encryption / Encoding
Public Key

Arithmetic / Logic

Networking

Recipe

From Hexdump

Strip HTTP headers

Strip HTTP headers

STEP

~am8

~ QO n
~Qmn

~AQmn

Auto Bake

il ei) e Networking
cIsco. Academy

Last build: 7 months ago Options a About / Support e

Input +Dai =

@0e0 47 45 54 20 2F 74 65 73 74 32 20 48 54 54 50 2F GET /test2 HTTP/
@016 31 2E 31 @D @A 55 73 65 72 2D 41 67 65 6E 74 3A 1.1..User-Agent:
@032 20 4D 6F 7A ﬂg 6C 6C 61 2F 35 2E 30 20 28 57 69 Mozilla/s.e (Wi
0048 6E 64 6F 77 73 20 4E 54 3B 20 57 69 6E 64 6F 77 ndows NT; Window
@064 73 20 4E 54 20 31 30 2E 30 3B 20 65 6E 2D 55 53 s NT 10.@; en-Us
@080 29 20 57 69 6E 64 6F 77 73 50 6F 77 65 72 53 68 ) WindowsPowersh
@096 65 6C 6C 2F 35 2E 31 2E 32 32 36 32 31 2E 32 35 ell/5.1.22621.25
@112 3@ 36 @D @A 48 6F 73 74 3A 20 62 61 64 62 75 74 06..Host: badbut
@128 70 65 72 66 65 63 74 2E 63 6F 6D @D OA 6D BA perfect.com....

@000 48 54 54 56 2F 31 2E 31 20 32 30 30 20 4F 4B @D HTTP/1.1 200 OK.
@016 ©A 43 6F B6E 6E 65 63 74 69 6F 6E 3A 20 63 6C 6F .Connection: clo
@032 73 65 0D OA 43 6F 6E 74 65 GE 74 2D 44 69 73 70 se..Content-Disp
@048 6F 73 69 74 69 6F 6E 3A 20 61 74 74 61 63 68 6D osition: attachm
@064 65 6E 74 3B 20 66 69 6C 65 6E 61 6D 65 3D 22 74 ent; filename="t

me 2068466 = 27954 Tr Raw Bytes &= LF

RDOmE

MZ Lm0 UL EDTHULI UL FMULNUL | UL UL UL LY UL LY UL LY UL LY UL LY UL L UL LN UL L UL UL UL UL UL UL UL LN UL LN ULNULNULNULYUL LY UL e UL 50 us ©
sowuL” I! sesLI!This program cannot be run in DOS mode. cr ex L $nuinuenuinuenuinuenueaw BN\ “acdt\ “acklt\ “acki I@o M ] "ackHGS ¢ HI “ack
HG5-H " AckHUD

HT “acxHUBD» HA  ackH\ " set HAOAHGS o H | “aciiG5@HW “ackHGS ¢ H] “ackGS e H] “acxHRICh\ "ackHnuthuinuthuevuchuevuhue PErutiu L sokeornut 16 AutkUsiuLkULiuL kUL ULk UL

NULETXSOH VT SOH LF NULNULA LF NULNUL ® ETnuLauLiuuinut 0 NuLNULDLENULKULNULED LF NULKULNUL{@NULNULDLENULNULKUL STXNULNULENQNULULNULKUL NULKUL NULENQNULNULNULKULNULNULNULNUL ® S0 HULNULEOTRULNUL

Output #%

NULNULNULNULSTXNULKULNULNULNULNULNULOLENULNULNULNULD LENULNULOLENULNULNULNULNULNULD LENULAULNULNULNULAULNULKULNULULNOLE  CRNUL y SONULNULNULE CR NULA @ NULNULHULKULNLNULULKULNULKUL UL
NULNULNULNULNU LNULULN ULNU LNULNULN ULNULNULNULNULNULNULAULNULNULNULNULNULNULNULNLNULNULN ULNULNULNULNULNULNULNULNULNULNULAULNULNULNULULNULNULNULNULNULNULNULNULNULNULNULNULNULULNULNULNULRUL
NuLE) LF NUL ® BELNULNULNULNULKULNULNULNULKULNULNULNULKULNULNULNULKULNULKULNUL KL ULRULUL RGO » E@XERuuinun Q@ L F NUuLKULDLERULNULKULA LF NULKULEOTNULNULKULNUL KULNULKULNULKULNULKULNULKULNUL
o™ . rdatasumechasomuedD e v bstowed e voowooouioowoeuioowoeooe @@ . dataswoowieore suouo @ ce seodoeoo cr ssuuuses o
NULNULNULNULNULNUI@NUL"ULAu rs r‘CV\LLVUU\LL‘A.NULNULNUL‘a CR NULNUL #® NULNULNULZ CR VULM.LVULM.LVULM.LVULV\LLVULV\LLVUU\LLVUL@NULNUL@!ULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNUL
NULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNUL
NULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULKULNULNULNULNULNULNULNULNULNULNUL
NULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNUL

NULNULNULNULNULNULKULNULRULNULNULNULNULNULNGLNULNULNULRULNULKULNULRULNULNULNULNULNULNGLNULNULNULRULNU LNULNULRULNULNGLNULNULNULNGLNULNULNULRULNU LNULNULRULNULNG LNULNULNULNGLNULKULNULRULNULNUL

arc 446856 = 7062 (© 105ms  Tr Raw Bytes <= NEL (detected)
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Caracteristicas Integradas

ATT&CK Navigator

v Herramienta simple vy flexible
para navegar y anotar matrices
ATT&CK.

v Manipulacion de celdas (colores,
comentarios, valores numéricos).

v" Visualizacion de cobertura [

defensiva.

v" Andlisis de frecuencia de técnicas
detectadas.

v' Vistas especificas por plataforma
o adversario.

v' https://attack.mitre.org/resources
/versions/

Detections Coverage - All Detections X

Initial Access
11 techniques

Content
Injection

Drive-by
Compromise

External
Remote
Services

Hardware
Add\tlons

Replication
Through
Removable
Media

Supply Chain
Compromise

(0/3)

Trusted
Relallonshlp

Wl—Fl
Networks

Execution
11 technigues

Input Injection
Inter-Process
Communication
(0/2)

Native AP

Shared Modules

Software
Deployment
Toels

Persistence
21 techniques

Detections Coverage - Sigma

Privilege
Escalation
14 techniques

Defense Evasion
36 techniques

BITS Jobs

Boot or Logen
Initialization
Scripts )

Compromise
Host Software
Binary

Exclusive
Control

External Remote
Services

BITS Jobs
Debugger Evasion

Deobfuscate/Decade
Files or Information

Direct Volume Access

Moaodification 02

Email Spoofing

Boot or Logon
Initialization
Scripts

Execution Guardrails

0/2) 0/2)

Domain or
Tenant Policy
Medification

(0/2)

Hide Artifacts

(0/11)

Escape to Host

Domain or Tenant Policy

Credential
Access

16 techniques

Brute Force (014

Forced
Authentication

Forge Web
Credentials 02)

Input Capture
(074)

Modify
Authentication
Process (0/6)

Multi-Factor
Authentication
Interception

Multi-Factor
Authentication
Request
Generation

Network
Sniffing

viler)re Networking
CISCO. Academy

Discovery
28 techniques

Account Discovery 3

Application Window
Discovery

Browser Information
Discovery

Debugger Evasion
Device Driver Discovery
Domain Trust Discovery

File and Directory
Discovery

Log Enumeration

Network Service
Discovery

Network Share
Discovery

Network Sniffing

Password Policy
Discovery

Peripheral Device
Discovery

Permission Groups
Discovery ...

Detections Coverage - Suricata X

Lateral
Movement
9 techniques

Internal

Spearphishing

Lateral Tool
Transfer

Remote Service
Session
Hijacking o,

Replication
Through
Removable
Media

Software
Deployment
Tools

Taint Shared
Content

Alerts (Last 3 Days) X

©

| Selection Controls | Layer Controls Technigue Controls |
-
Command and
Collection Control Exfiltration Impact
15 techniques 18 techniques 8 techniques 15 techniques
Automated Account Access
Exfiltration Removal
A 0/0) .
Communication Data Destruction
Archive Through Data Transfer o)
Collected Removable Size Limits -
Data Media
o3 Exfiltration
Audio Content Injection  Over
Capture Alternative Data Manipulation
Data Encoding Protocal 5. 073
Automated /21
Collection Exfiltration Defacement .,
Data Obfuscation [f§ Over C2
Erovgser 07) Channel Disk Wipe ©2)
Session
Hijacking Dynamic Exfiltration Email Bombing
Resolution 073) Over Other
Clipboard Network
Data Encrypted Medium o) -
Channel o2
Exfiltration Financial Theft
Fallback Over
Channels Physical Firmware
. Medium o Corruption
Hide
Data from Infrastructure Exfiltration Inhibit System
Local System Qver Web Recovery
Data from Network Denial of
Network Scheduled Service 02
Shared Drive Multi-Stage Transfer
Channels Resource Hijacking
Data from 02
Removable Non-Application
Media Layer Protocol Service Stop
- I v
»


https://attack.mitre.org/resources/versions/
https://attack.mitre.org/resources/versions/
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Security Onion Pro

Soporte para alertas por email, Slack,
y mas.

Integracion con OIDC (Google,
GitHub, AD, AuthO...).

SLA de respuesta en 1 dia habil (o 4h
opcional).

Servicios para despliegue, tuning,
parsing, soporte técnico.

Licencias por nodo: Hasta 10 nodos
por licencia estandar, ampliable.

https://securityonionsolutions.com/pro

vilrer]e Networking
cIsco. Academy

Security Onion Pro

Powerful features and personalized support
offered for enterprise customers!


https://securityonionsolutions.com/pro

Mﬁ%ﬁ%ﬁmﬁi il er]e Networking
CISCO. Academy

...ready to make your adversaries cry!
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